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Background & Concepts



Scope: text messages

alice bob



Messaging Service Number of users (approx)

WhatsApp (Meta) 2 billion
WeChat 1.3 billion
iMessage (Apple) 1.3 billion
Messenger (Meta) 1 billion
Telegram 700 million
Tencent QQ 560 million
Snapchat 560 million
Google Chat 500 million

Signal 40 million



Disclaimers and security levels

Baseline for private messaging in 2022

Beyond the baseline

Ridiculous territory




Concept: Secure Messaging
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Trusting the transport layer
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Trusting the transport layer
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Concept: Secure Messaging

alice ‘ bob

Confidentiality
Integrity

N —

eve



WWII: The Enigma and the Bombe
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Bombe replica displayed at the
National Museum of Computing, U.K.

Enigma displayed at Bletchley Park, U.K.



WWII: The Lorenz and the Colossus
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Lorenz cipher machine displayed at the Colossus rephca dlsplayed at the
National Museum of Computing, U.K. National Museum of Computing, U.K.



1970: Spy satellite without encryption




1990s: Crypto Wars
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Post-Snowden leak: TLS Adoption
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2022: Great® crypto in your pocket!
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The rain is pouring down and I'm
sitting here just listening to it.
0om

*caveats apply
also crypto: means cryptography



Concept: End-to-End Encryption
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Comparison: End-to-End Encryption

None Partial/Optional Yes

Messages (Apple)




SMS vs E2E for Apple and Google Messages
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SMS/MMS

o

& Danielle Holmes

Texting with Danielle

@ Good morning!

Goood morning!

Let's meet up

Wednesday, Nov 4

How do you feel about New
York style pizza? or we could
go Hawaiian

I'm way up for Hawaiian

How quickly can you be ready?

YANN BASTARD 20 mir

@ &

Why Apple’s iMessage Is Winning: Teens Mamysready () >

Dread the Green Text Bubble

E2EE RCS “Chat”

O R,

@ Good morning!

Goood morning!

Let's meet up

Wednesday, Nov 4
How do you feel about New
York style pizza? or we could
go Hawaiian
I'm way up for Hawaiian
How quickly can you be ready?
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I'm always ready!




Concept: Metadata
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Concept: Traffic Analysis
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Traffic obfuscation, e.g. Tor



Concept: Deniability (repudiation)

whistleblower journalist



Concept: Secure Messaging
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Key Exchange
Encryption
Key Update
Metadata




Signal



Signal

Key Exchange [B]nly!

Cryptography e Curve25519
e AES-256
e SHA-256

Key Update Double Ratchet

Metadata e Phone number
e Last connection timestamp
e Account creation timestamp



Key Exchange: X3DH

Establish a shared secret key between two identities
Extended Triple Diffie-Hellman

Async

Forward secrecy

Deniability



Verify safety number in Signal

V4 me O 4 827

& Verify safety number < <« yvi:ka Zasulich LU
Your safety number with Vera X
Zasulich has changed and is
no longer verified

To think, at one time in the world there
were woods that no one owned

Every society has the criminals

i that it deserves.
82741 04813

15251 42419
61163 6

& 8 min

number with Ve

If you wish to verify the urity of your
encryption with Vera Zasulich, compare
the number above with the number on

their dev Alternatively, y an
the code on their phone, or ask them to

< O O

W4 ias27

A\ Send message?

Your safety number with Vera Za-
sulich has changed and is no longer
verified. This could either mean

that someone is trying to intercept
your communication, or that Vera
Zasulich simply reinstalled Signal.

CANCEL SEND




Cryptography: Signal

End-to-end encryption
Curve25519

AES-256
HMAC-SHA256



Key Update: The Double Ratchet Algorithm

Chain key

Y

Key
Constant —» In KDF

Out

 A—

Chain key Message key
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Chain key Message key

Forward secrecy

Alice Bob

Public key < Public key | Private key

DH — Sendingchain = Receiving chain <—— DH

t t

Private key | Public key > Public key

Sending chain <+—— DH

?

Public key | Private key

Post-compromise security

https://signal.org/docs/specifications/doubleratchet/




Implementers of the Signal Protocol

Signal

WhatsApp (Meta)
Messenger (Meta)
Messages (Google)
Skype (Microsoft)

Based on parts of it:

o Wire
e Matrix (libolm)



Shortcomings™ to note compared to Signal

End-to-end encryption See other slide

Key Exchange iMessage, Threema (minor), Wire (minor)
Cryptography iIMessage, Telegram

Key Update iMessage (none), Threema (optional), Telegram (minor)

Deniability iMessage, Matrix

*might be inaccurate
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Signal Metadata

e Phone number
e Last connection timestamp
e Account creation timestamp
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https://therecord.media/fbi-document-shows-what-data-can-be-obtained-from-encrypted-messaging-apps/

Signal: trusting the creators?

e Nonprofit foundation
e Track record of being privacy focused
e Work in a way (open source) trust does not need to be absolute



1970-2018: Crypto AG

Swiss company, secretly
controlled by the U.S. and
Germany, selling backdoored
secure communication equipment

CRYPTOAG




Tchap and BwMessenger

@ element

France embraces Matrix to

build Tchap.

A secure messenger and
collaboration tool for the public
sector.

@ element

The Bundeswehr
builds on Matrix.

A secure open source messaging service is the new
standard for the German Armed Forces.




Beyond Signal



Beyond Signal: Key Exchange

e Ensure always unique initial keys
e Enforce identity verification
e Meet in person



Conventional vs quantum computer security level

Algorithm Effective Key Strength
RSA-2048 112 bits 0 bits
ECC-384 256 bits 0 bits
AES-128 128 bits 64 bits
AES-256 256 bits 128 bits

SHA3-256 256 bits (preimage) 128 bits (preimage)
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From “Top Secr&: From ciphersito cyber security” at the Science Museum, U.K.
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Concept: Robust Combiners

e Combine crypto primitives in a way that is as secure as the primitives
individually



Beyond Signal: Key Update

e A small security issue have been found in the Double Ratchet
algorithm, with a proposed solution called the Triple Ratchet

e Add requirements to send/receive
o Biometrics
o  Yubikeys
o Interaction with other participants in conversation



Beyond Signal: Metadata

e Don’t require any personal information like phone numbers
o Might make preventing abuse harder



Concept: Private Information Retrieval
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1800s: Encrypted newspaper ads
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https://www.vice.com/en/article/4axwz3/codebreakers-find-sexts-arctic-dispatches-in-200-year-old-encrypted-newspaper-ads



https://www.vice.com/en/article/4axwz3/codebreakers-find-sexts-arctic-dispatches-in-200-year-old-encrypted-newspaper-ads

WWI, onwards: Numbers station
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Beyond Signal: Appear like other traffic
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My hobby project

Cryptography

Protocol
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Colossus replica displayed at the National Museum of Computing, U.K.




